NHOOPMALIMOHHASA TAMSATKA
JJI1 OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O®PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXJbIM TOJIOM MOJIOJICKU B UHTEPHETEC CTAHOBHUTHCS OOJIBINE, & MIKOJBHHUKH OJHU W3
CaMbIX aKTUBHBIX MOJib30Baresed PyHera. Mexay Tem, MNOMHMO OTrPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, MHTEPHET HECeT W MpoOJeMbl. DTa MaMsTKa J0JDKHA MOMOYb Tebe Oe30rmacHo
HaXOJIUTHCS B CECTH.

KomnbrotepHbie BUpPYyChI

KoMnbroTepHblii BUPYC - 3TO Pa3HOBUJIHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTIMYUTEIHHOU
O0COOEHHOCTBIO KOTOPOH SBJISIETCS CHOCOOHOCTh K Pa3sMHOXKEHHIO. B jomosiHeHue k 3TOMYy,
BHUPYCHI MOTYT MOBPEAUTH WJIN MOJIHOCTHIO YHUUTOXKUTH Bce (ailyibl ¥ JaHHBIE, T0AKOHTPOJIbHBIE
M0JIb30BATEN0, OT HMMEHHM KOTOPOro ObUla 3amylleHa 3apa)keHHass IMpOrpaMmMa, a Takke
MOBPEIUTh WM JIaXKe YHUYTOXUTh OINEPAIlIOHHYIO CHCTEMY CO BCeMM (ailniamu B neinom. B
OOJIBIIMHCTBE CIIy4aeB paclpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTO)II)I 3allIMTBI OT BPECAOHOCHBIX MMPOTrpaMM:

1. Mcnonb3yil COBpEMEHHBIE OIEPAMOHHBIE CUCTEMbI, UMEIOIIUE CEPHE3HBIM YPOBEHB
3alIUTHI OT BPEIOHOCHBIX TPOTPAMM;

2. TlocrossHHO ycTaHaBnuBail mautu (IU@POBBIC 3aIUIaTKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIUBAIOTCS C IENbI0 JOPA0OTKHM TIPOTpaMMbl) U JApyrue OOHOBJICHHSI CBOCH
omnepanroHHoN cucteMbl. CkauyuBail UX TOJBKO C 0UIIHATLHOTO caifta pazpadorunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaGoTaii Ha cBOEM KOMIIBIOTEPE M0 ITPpaBaMHM I10JIb30BaTECIA, a HC aAIMHUHHUCTpaTopa. 9T10
HC IIO3BOJIUT 6OJ'IBIHI/IHCTBy BPCOAOHOCHBIX IIpOorpaMM  HHCTAJJIMPOBATHECSA Ha  TBOEM
IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnoyip3yll aHTHBUPYCHBIC MPOTPAMMHBIC IMPOJIYKTHI M3BECTHBIX MPOU3BOJAMTEICH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb PU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcnonp3yii BHENIHHE HOcUTENH MHGOpPMaIlMU, Takue Kak (rerika, JUCK uiau (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBail KoMIIbloTEpHBIE (paiiiibl, HOTyUYE€HHbIE U3 HEHAJAEKHBIX HCTOUHUKOB. Jlaxe
Te (aiibl, KOTOphIE MPUCIIAi TBOM 3HaKOMBIN. JIydlle yTouHM y HEro, OTHPaBJIsUI JIU OH TeOe uX.

Cerun WI-FI
Wi-Fi - 910 He Buj nepeayn JaHHBIX, HE TEXHOJIOTHs, a BCEro JIUIIb OpeHn, Mapka. Eie B

1991 rony Huzaepnanjckas komnaHus 3apeructpupoBana Opena "WECA", uyto o6o3Hagaino
cioBocouetanue "Wireless Fidelity", koTopslif nepeBoauTcs Kak "0ecrpoBoHast TOUHOCTB'.



Jlo Hamero BpeMeHM Jomuia Apyras aOOpeBuarypa, KOTOpas SIBISETCS TaKOH ke
TexHoJoruei. 1o abopesuarypa "Wi-Fi". Takoe HazBanue ObUIO TaHO C HAMEKOM Ha CTaHIApPT
BbIcIIel 3BykoBoi Texuuku Hi-Fi, uro B mepeBoze o3HauaeT "BhICOKAs TOUHOCTH'.

Jla, OecruraTHBIM MHTEPHET-IOCTYNl B Kade, OTENIX M adpOoNopTax SBISCTCS OTIMYHOU
BO3MO’KHOCTBIO BBIXOJIa B HHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, 4TO 00IIe10CcTynHbIe Wi-Fi
CETH HE ABIIAIOTCA OE€30ITaCHBIMMU.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00LIeN0CTYMHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto nuuHyto uHpopmaluio yepe3 oodmenoctynusie Wi-Fi cetu. PaboTas
B HUX, KCJIATCIbHO HC BBOJAUTH MapOJIk JOCTYIIA, JIOTUHBI U KaAKHUC-TO HOMCPA,

2. Wcnonp3yit 1 OOHOBISI aHTUBUPYCHBIE MpOrpamMMbl U OpaHaMayep. TeM caMbIM Thbl
obe3omacuib cedst OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmioun ¢yaknuio "OOmmit noctyn k ¢dainam u
npuHTtepam". [laHHass (yHKUMSI 3aKpbhiTa 10 YMOJYAaHHIO, OJHAKO HEKOTOpbIE MOJIb30BaTENN
AKTUBUPYIOT €€ JyUIsl y100CTBa UCIOJIB30BaHUs B paboTe nin yuebe;

4. He ucnone3yit nyomuuneiii WI-FI g nmepemaum JUYHBIX JaHHBIX, HampuMep s
BBIX0/Ia B COLIMAJIbHBIE CETH WJIU B AIEKTPOHHYIO MTOYTY;

5. HWcnonw3yit Tonpko 3amuuieHHoe coenuHenue yepe3 HTTPS, a we HTTP, T1.e. npu
Habope BeO-ampeca BBOaM uMeHHO "https://";

6. B MoOunpHOM Tenedone oTkmoun pyaknuo "Ilogkmouenne k Wi-Fi aBromatnuecku.
He momyckait aBToMaTH4YeCKOTO MOAKIIOUCHUS ycTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacwusi.

CoumnajnHble CeTH

COHI/IaJ'IBHBIe CCTH AKTUBHO BXOJAT B HAIly ’KWU3Hb, MHOI'HC JIFOIH pa60Ta}0T H XXUBYT TaM
IIOCTOsAHHO, a B Facebook YK€ 3apCruCTpupOBaH MUIUIHAPA YCIIOBCK, 4YTO SABJISACTCA OI[HOI71
CGHBMOﬁ BCEX JKHTEJICH IuTaHeThl. MHOTrHME IOJIB30BaTelIM HE IIOHUMMAKOT, 4YTO I/IH(l)OpMaI_II/IH,
pasMEIICHHAsA UMH B CONUAJIBHBIX CETAX, MOXKET OBITE HaﬁI[CHa H UCII0JIb30BaHa KEM YIroaHO, B
TOM 4YHCJIE HEe 00513aTEIBHO C OJIaruMHU HaMCpPCHUSAMMU.

OCHOBHBEIE COBETEHI 110 0E€30IIaCHOCTH B COLIMaJIbHBIX CCTAX:

1. Orpanuub coucok apy3eil. Y TeOsa B Apy3bsX HE JOJDKHO OBITh CIydalHBIX H
HE3HAKOMBIX JIFOJIEH;

2. 3amuimail cBOIO YacTHYIO KU3Hb. He yka3bIBail mapoiu, TenedoHsl, aapeca, 1aTy TBOETo
POXKICHUS M JPYTyl0 JHYHYIO HHGOpMaIMio. 3I0YMBIIUIEHHUKH MOTYT HCHOJb30BaTh Jaxe
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE MPOBECTU KAHUKYIIBI;

3. 33H.[HH.I&I>1 CBOIO pCIIyTAUIO - ICPIKHU €€ B YUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCIJI OBl ThI,
YTOOBI APYrue€ ImoJib30BaTCJIM BUACIHU, YTO TbI 3arpy>KaemL? HOHYMaﬁ, pexKaAC 4YeM YTO-TO
OHY6J'II/IKOB8.TB, HAImucaThb U 3arpy3uTh,

4. Eciu ThI roBOpvllb C JIIOAbMHU, KOTOPBIX HC 3HACIIb, HC I/ICHOJIBS}/ﬁ CBOC PCAJIbHOC UM U
APYTYIO JINYHYIO I/IH(I)OpMaI_II/II/II HnMs1, MECTO KHUTCJIILCTBA, MCCTO y‘{C6H " [Ipouce;



5. U36eraii pasmemnienus gororpaduii B TaTepHETE, T/Ie THI M300pa)KeH HA MECTHOCTH, TIO
KOTOPOM MOXHO OINPEACIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [lpu perucrparu B COIMAIBHON CeTH HEOOXOIMMO HCIOJB30BaTh CIIOKHBIE MMAPOIIH,
cocTosIIMe U3 OYKB ¥ IA(P U C KOJUISCTBOM 3HAKOB HE MCHEE §;

7. JIns conmManbHOW CETH, MOYTHI M JIPYrHMX CAaWTOB HEOOXOIUMO WCIIOIB30BaTh Pa3HBIC
napoau. Torjga eciu Tedsl B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKU MOJy4YaT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IEHbTH

DNEeKTPOHHBIE NIEHbIH - 3TO OYEeHb YAOOHBIH croco0 MiaTekel, OJHAKO CYLIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJIYYHUTH O9TU ACHBIU.

SHGKTpOHHI)IG JCHbI'U IIOABHJIIMCH COBCEM HCIABHO M HMMCHHO H3-3a OTOIO BO MHOT'HX
rocyaapCrBax 10 CHUX IIOP HE NPOIHMCAaHO PO HUX B 3aKOHAaX.

B Poccun xe oHM QYHKIIMOHHPYIOT U O HUX yX€ MPOMHUCAHO B 3aKOHE, Te UX Pa3AesaIoT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE M HE AHOHMMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peniaercss MNPOBOAMTH oOmepanuu 0e3 HWIASHTU(PUKAIMK I[0JIb30BaTeNsl, a B
HEAaHOHMMHBIX WACHTU(UKAIINS MOIb30BaTENs ABISETCS 00s3aTEIbHOM.

Taxoke criemyer pa3nuyaTh SJCKTPOHHBIC (MATHBIC ACHBIH (PaBHBI TOCYAapCTBEHHBIM
BAJIIOTaM) | JICKTPOHHBIC He(pUaTHBIC IEHBI'M (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 6€30MacHO paboTe C ANEKTPOHHBIMU JCHbIaMU:

1. IlpuBsoku K cueTy MOOMIBHBIN TenedoH. DTO caMblii YIOOHBIH M OBICTPBIA CHOCOO
BOCCTAaHOBHUTH JIOCTYN K cuery. [IpuBsizanHblid TenedOH TOMOXKET, €CiM 3alynenib CBOU
IJIATEeKHBIN MapoJib WK 3aielIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Wcnonb3yit ogHopa3oBbie napoiu. llocie nmepexona Ha YCHIIEHHYIO aBTOpU3AIUIO Tebe
yKe He OYJIeT yrposkaTh OMACHOCTh KPaXKU WM NepexBarta IIaTeKHOTo HapoJis;

3. BeiOepu cnoxHbli napoib. [IpectynHukam OyaeT He MPOCTO yraiaTh CIOXKHBINA MapoJib.
HanexHbie mapoau - 3To mapojid, KOTOphIe COJEpKaT He MEHEee 8 3HAKOB M BKJIIOYAIOT B ceOs
CTpPOYHBIE M MPOIMHUCHBIE OYKBBI, IUGPHI M HECKOJIHKO CHMBOJIOB, TaKMe Kak 3HAK J0JIIapa,
¢dyHTa, BOCKJIMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIC IaHHBIC Ha CaiiTaX, KOTOPBIM HE JJOBEPSICILIb.
DJICKTPOHHAs N0YTA

ONEKTpPOHHAs MOYTa - 3TO TEXHOJOTHSA U IPENOCTABISEMBIE €0 YCIYI'M IO NMEPECBUIKE U
MOJIydEHUIO 3JIEKTPOHHBIX COOOILIEHHUH, KOTOpPBIE paclpelesisloTCs B KOMIBIOTEPHOW CETH.
OO0bIuHO JIEKTPOHHBIA ~ TOYTOBBIA  SIIIMK  BBINIAIUT  CIEAYIOIIHUM oOpazom:
UMS_TI0JIb30BaTeNsA(@UMsL_JoMeHa. Takke KpoMme TIepelaud IMpOCTOro TEeKCTa, HMeeTcs
BO3MOJKHOCTb IlepesiaBaTh (paiibl.

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe ¢ INMEKTPOHHON MOUTOM:



1. Hamo BBIOpaTh MpaBHIIBHBIN MOYTOBBIN CepBUC. B MHTEpHETE €CTh OTpOMHBIN BBHIOOD
OecCIuIaTHBIX MMOYTOBBIX CEPBHUCOB, OJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HACUIb U KTO MEPBBIH B
pEeUTHUHrE;

2. He yka3piBali B JIMYHOW mouTe JH4YHYyI0 HH(popMmarwrio. Hampumep, mydine BbIOpaTh
"My3bIKaIbHBIN _(haHaT@" wu "pok2013" BMecTo "Temal3";

3. Vcnonp3yil ABYXATANHYIO aBTOPHU3ALMIO. JTO KOTJIa TOMHUMO IapOJisi HY>)KHO BBOJMTH
KOJI, IpHUChLIaeMbIil o SMS;

4. BpiOepu CIOXHBIM Taposb. ISl KaXX7I0oro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOMU
HAaJIeXKHBIM, YCTOWYMBBINA K B3JIOMY I1apOJIb;

5. Ecim ecTb BO3MOKHOCTh HAIlMCATh CaMOMY CBOM JIMYHBIA BOIIPOC, MCIOJIB3YH 3TY
BO3MOKHOCTb;

6. Hcronb3yli HECKOJBKO IIOYTOBBIX SIMMKOB. lIepBeI a1 4YacTHOM IEPENUCKH C
ajgpecaTaMH, KOTOPBIM Thbl JOBEpsiellb. JTO 3JEKTPOHHBIM apec HE HAJ0 HUCIOJIb30BaTh INpHU
peructpanuu Ha Gopymax u caitax;

7. He oTkpeiBail (hailsibl U Ipyrue BIOKEHUS B TUChMax, JaK€ €CJIM OHH MPHIILIH OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Paiiiibr;

8. Ilocne okoHYaHUs pabOTHl HA TTIOYTOBOM CEpPBUCE TEpes] 3aKPhITHEM BKIIAJIKK C CAUTOM
He 320y HaxaTh Ha "Beridtu".

Kn0epOy/UIMHT WK BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynmnuar - mpecienoBanue COOOIEHUSIMH, COACPKAITUMUA OCKOPOJIEHHUS, arpeccHio,
3allyTUBaHKE; XYJIUTAHCTBO; COLMAIBHOE OOMKOTUPOBAHHE C MOMOIIBIO Pa3IMYHBIX MHTECPHET-
CEpPBHUCOB.

OCHOBHBIE COBETHI 10 OOPHOE C KHOEPOYIITUHTOM:

1. He Opocaiics B 60#. Jlydmmii crioco0: mocoBeTOBATHCS Kak ce0s BECTH U, €CJIM HET TOTO,
K KOMY MOXHO OOpaTuUThCS, TO BHAYaje YCIOKOUThCSA. Ecnu Thl HayHeNb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHMS, TO TOJBKO elle OOJIbIIe Pa30XiKellb KOH(PIUKT;

2. Ypasisiii cBoelt Kubeppernyramnuei;

3. AHOHMMHOCTHL B CETHM MHHUMAI. CYH_IGCTBYIOT CII0COOBI BBIICHUTB, KTO CTOHMT 3a
AHOHUMHBIM dKKayHTOM;

4. He crout BecTH XyJIMTaHCKUI 00pa3 BUPTyasbHOM ku3HH. IHTEpHET (uKCcHpyeT Bce
TBOM JICHCTBUS U COXpaHSET UX. Y AAIUTh UX OyJeT KpailHe 3aTpyIHUTEIbHO;

5. CoGumro1aii cBOIO BUPTYAIbHYIO YECTh CMOJIOJLY;

6. Urnopupyii enuHu4HbIi HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHHUS JIydllle
UTrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa M,



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHHSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOIIECHUHN C ONPEICIICHHBIX aPECOB;

8. Ecmum T1b1 cBuzgerens kubOepOymiuHra. TBou AeWcTBHS: BBICTYIUTb IPOTHUB
npecieaoBarens, Moka3aTb €My, YTO €ro JAEMCTBUS OLEHUBAKOTCS HEraTUBHO, IOJJIEPKaTh
KEpPTBY, KOTOPOW HY)KHA TMICHXOJIOTHYECKash IIOMOIIb, COOOIIUTh B3pOCIHBIM O (hakTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoouibHblii TesedoH

CoBpemeHHbIEe CMapTQOHBI U TUTAHILIETHI COAEpKaT B ceOe BIOJIHE B3POCIbIi (DyHKIIMOHA,
U Telnepb OHU MOTYT KOHKYPUpPOBAaThb CO CTAallMOHAPHBIMU KommbloTepaMu. OJIHAKO, CpPenCTB
3alUThl JJI MOJOOHBIX YCTPOMCTB MOKa OYEHb Maylo. TeCTUpOBaHUE U MOUCK YS3BUMOCTEH B
HUX TPOUCXOJWUT HE Tak WMHTeHcuBHO, kKak ais IIK, To ’xe camoe kacaercs W MOOMJIBHBIX
MIPUIIOKEHHHN.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yKe MPAaKTHYEeCKH JOTHAJIM HACTOJIbHBIE aHAJOTH,
OJIHAKO pacuIMpeHre (QyHKIMOHAIa BIEYET 3a COOOW OOJBIIYI0 CIO0XHOCTh W MEHBIIYIO
3alUIIEHHOCTD.

Jlanexko He Bce MPOM3BOIUTENM BBHITYCKAIOT OOHOBJIEHHS, 3aKPBHIBAIOIINE KPUTHYCCKUE
YS3BUMOCTH JJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TaCHOCTH MOOMIIBHOTO Telle(oHa:

Huyero ne sBisercs mo-HactosiieMmy OecruiaTHBIM. Byns ocToposkeH, Beap Korjaa tede
npeaaraiT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;

Jymaii, mpexxe ueM otnpaButh SMS, ¢hoTo win Buaeo. Thl TOUHO 3HACIIb, TJI€ OHU OYIyT
B KOHEYHOM UTOre?

Heo6xo01uMo 0OHOBIIATE ONEPAIlMOHHYIO0 CUCTEMY TBOETO cMapT(hoHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOMJILHBIX Telle()OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'0O HMCTOYHHKA, BCAb OHU MOTYT COACPIKATH
BpCAOHOCHOC IIPOTrpaMMHOC O6CCH€‘I€HH€;

[Tocne Toro kak ThI BBIHACHIH C calTa, IJie BBOJAMWJ JIMYHYIO HH(OpMAIWIO, 3aiau B
HacTpoiku Opaysepa u yaanu cookies;

HepI/IO,[[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIYTI'H AKTUBUPOBAHBI HAa TBOEM HOMEPC,

JaBait cBoit HOMep MOOWIBHOTO TenedoHa TOIBKO JIOASM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsiElIb;

Bluetooth momxen ObITH BBIKITIOYEH, KOTJa Thl MM HE TOJNb3yelibcs. He 3a0piBaii mHOTIA
MIPOBEPSTH ITO.

Online urpsl



CoBpeMeHHbIE OHJAMH-UIPbl - 3TO KPAcOYHbIE, 3aXBaThIBAIOLIUE pa3BICUCHUS,
00BETMHSIOINE COTHU THICAY YEJIOBEK MO BceMy Mupy. Urpoku uccienyroT NaHHBIA UM MHD,
0OIIAI0TCS APYT € APYTOM, BBITIOJHSIIOT 3a/IaHMsI, CPAKAIOTCS C MOHCTPAMH U TOJIy4aroT OIBIT. 3a
YI0BOJIbCTBHE OHM IUIATAT: NOKYNAKOT JUCK, OIJIAYMBAIOT AOOHEMEHT WJIU NMPHOOPETAIOT KaKue-
TO OILHUHU.

Bce st cpenctBa uAyr Ha NOANEPKAHME W PA3BUTHE WIPbl, a TaKKe Ha camy
0€30IaCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIlMH, BBITYCKAIOTCS HOBBIE MaT4U
(umdpoBbIe 3amIaTKy Ui IPOTPaMM ), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OIIaCaTbCsA HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXKu
TBOCTO MMapoJid, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3alIUN OOIBITMHCTBA urp.

OCHOBHBIE COBETHI 110 0E30IIaCHOCTU TBOCTO HUI'POBOTO aKKayHTa:

1. Eciu npyroit urpok BeseT ceds MI0X0 UM co3JaeT Tebe HEMPUATHOCTH, 3a0JI0OKUPYH ero
B CITMCKE UT'POKOB;

2. Ioxanylica aIMAHHCTPATOPaM MIPhl HA IJIOXOE MOBEACHHUE 3TOTO UI'POKA, KEIATEIBHO
MIPUJIOKUATH KaKMEe-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muuHyto uHGopMaluio B rpodaiine urpsl;
4. YBaxkail Apyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(unaabHbIE TATYH U MOJIBI;

6. Mcrnonb3yi COKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxke BO BpeMsi UIpbl HE CTOMUT OTKIIOYaTh aHTUBUpYC. lloka Tl Wrpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN Kpaka JUYHBIX JaHHBbIX

OOBIYHOM KpaXkel JICHET M JIOKYMEHTOB CETOJIHSI YK€ HUKOTO HE YIAUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUM 3JOYMBIIUICHHUKH [EPeMECTUIINCh B HWHTEPHET, U MPOJOJDKAIOT
3aHUMATHCA "TFOOUMBIM" HEJIOM.

Tak mosBMIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUIIMHT, TJIaBHAs IICJb
KOTOPOTO COCTOUT B TOJYYCHUH KOH(HICHIIMAIBHBIX IaHHBIX TOJIB30BATEIICH - JIOTMHOB W
naponeil. Ha anrmuiickom si3bike phishing unraercs xak ¢umunr (ot fishing - peibHas noBis,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIIMHTOM:

1. CJ'IG,Z[I/I 3a CBOMM aKKaYHTOM. Ecnu T IoA03peBacilib, UTO TBOA aHKETA ObLTa B3JIOMaHa,
TO HCO6XOI[I/IMO 3a6JIOKI/IpOBaTB cC u COO6IJ_[I/ITL AIMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEE;

2. Ucnonb3yit Ge3omacHble BeO-CalThI, B TOM YHWCIIE, MHTEPHET-MAara3uHOB M MOMCKOBBIX
CHCTEM;



3. Wcnone3yil CIOXKHBIE M pa3Hble mapoim. Takum o0pazoMm, ecnu TeOs B3JIOMAIOT, TO
3JIOYMBIIJICHHUKHY 1TOJIY4YaT JOCTYII TOJIBKO K OJJHOMY TBOCMY HpO(i)I/IJHO B CCTH, a HE KO BCEM,

4. Ecnu Tebs B370Malid, TO HEOOXOIUMO MPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no6aBiieHbl y TeOS B PY3bsiX, O TOM, YTO T€OS B3JIOMAJM U, BO3MOKHO, OT TBOEIO UMEHH OyneT
paccbuIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi naposs (PIN) Ha MoOMIIBHBIN TenedoH;
6. OTKII0YM COXpaHEHHUE MapoJs B Opaysepe;

7. He oTkpsiBail (haitsibl U Ipyrue BIOKEHUS B MTUChMaX, JaK€ €CJIM OHU MPUIILIH OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIIPABIISUTN JIM OHU TeOe 3TU (paiiiibl.

Hudposas penyranust

Hudposas penyrauust - 3TO HeraTHUBHAs WJIM MO3UTHMBHAs HHQpOpMAIMs B ceTU O Tebe.
Kommnpomerupytomas nHdopmanus, pasmelleHHass B UHTEPHETE, MOXKET CEepbe3HbIM 00pazoM
OTpa3uThCs Ha TBOeH peanbHOM >ku3HH. "LludpoBas pemyranus" - 3T0 TBOW MMHJIK, KOTOPBIH
dbopmupyetcs u3 nHdopmanuu o Tede B MUHTEPHETE.

TBoe MecTo )KUTENbCTBA, YUeObl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHor#e MOAPOCTKU JIETKOMBICIEHHO OTHOCSITCS K ITYOJHMKAIMK JUYHOW WH(OpMAIiu B
WuTepHeTe, He TOHUMAasE BOBMOXKHBIX TIOCTEACTBUIA. ThI ake HE CMOXKEIIb JA0TAIaThCs O TOM,
yTto pororpadus, pazmerieHHas S JET Ha3a/, cTajla MPUIMHON O0TKa3a MPUHATH TeOsS Ha padoTy.

KommenTapum, pasmemenne TBoux ¢ortorpaduil U Apyrue NeHCTBUS MOTYT HE MCYE3HYTh
Ja’ke MOCe TOT0, Kak Thl UX YIalullb. Thl HE 3HACIIb, KTO COXPAaHUJ 3Ty HHPOPMALIKIO, TTOTaNa
JU OHa B TOMCKOBBIE CHCTEMbl M COXpaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMAaroT O Tebe
OKpYKaIoIllie JIIOJM, KOTOpble HAaWAYT W YBUIAT 3To. HaliTu mH(bOpManuio MHOIO JIET CIyCTs
CMOJXET JI000H - Kak U3 JNOOpBIX MOOYXKACHW, TaK U C HAMEPEHHEM IMPUYUHUTH BpeA. DTO
MOKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 1O 3alIuTC HHq)pOBOﬁ penyranun:

1. [omymaii, mpexae 4eM YTO-TO MyOJIMKOBaTh M TepedaBaTh y ceOs B Onore uiu B
COLIMAJIBLHOM CETH;

2. B HacTpoiikax npo¢uis YCTaHOBU OTPAaHUYEHHUS HA MPOCMOTP TBOEro MpOQHUIS U €ro
COJZIEP’)KUMOT0, CIIENAal €ro TOJIBKO "I Ipy3en";

3. He pa3memnaii u He yka3biBaii HH(pOpMAIUIO, KOTOpask MOKET KOTO-JTH00 OCKOPOJISAThH HITH
00MXKaTh.

ABTOpCKO€ NPaBo
CoBpeMeHHbIE IIKOJILHUKU - aKTUBHBIE MOJIb30BaTENN U(PPOBOro mpocrpancrsa. OgHako

JaJICKO HE BCC 3HAIOT, YTO IIOJIb30BAHHMEC MHOI'MMHU BO3MOXXHOCTAMU I_II/I(I)pOBOI‘O Mupa Tpe6yeT
CO6J'IIO,Z[CHI/I${ IIpaB HAa UHTCIUICKTYAJIbHYIO COOCTBEHHOCT.



TepMuH "uHTENNEKTyanbHass COOCTBEHHOCTb" OTHOCHUTCS K PAa3iIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasl C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTb
Ha TPOAYKTHl M YCIYI'HM, W 3aKaH4yMBass KHUTaMH, QoTorpadusimMu, KUHODWIBMaMU U
MY3BIKaIbHBIMH [TPOU3BEACHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa HAa MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTb Ha INPOU3BEACHUS
HayKH, JUTEPATypbl U UCKycCTBAa. ABTOPCKHUE IIpaBa BHICTYNAIOT B KaU€CTBE rapaHTUU TOTO, YTO
MHTEIUICKTYaJIbHBINH/TBOPUYECKUN TPy aBTOpa HE OyIeT HalpacHbIM, JacT €My CHpaBeIJIUBBIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yJbTaTaX CBOEr0 TPYAA, MOJIYYUTh W3BECTHOCTh U IPU3HAHMUE.
Huxkro 0e3 pa3perieHus: aBTopa HE MOKET BOCIIPOM3BOIUTE €0 MPOU3BEACHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JEMOHCTPUPOBaTh, MpPOJaBaTh, HWMIIOPTUPOBATH, IIycKaTb B IMpOKaT, MyOJIMYHO
UCIIOJIHATH, IOKAa3bIBaTh/UCIIONHATD B 3(upe Ui pazMmeniaTtsh B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro" MporpaMMHOTO OOECIIEYeHMs] MOXET MPUBECTH K MHOTUM
pUCKaM: OT IMOTEpU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMNCTBa, IJe
yCTaHOBJIEHA HeJerajabHas mporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYLIECTBYIOT JeTrajibHbIE
u OecriIaTHbIE TPOTPaMMBbl, KOTOPBIE MOKHO HAMTH B CETH.

O nopraJe

CereBU4oK.p - TBOW TJIaBHBIA COBETYMK B CETU. 37€Ch THl MOXEIIb Y3HAaTh O
0€30MacCHOCTH B CETH TOHATHBIM W JOCTYIHBIM SI3IKOM, & MPU BO3ZHUKHOBEHWU KPUTHUYECKOU
CUTYyallul OOpaTHTHCS 3a COBETOM. A Tak)Ke MPUHATH Y4yacTHe B KOHKYpPCaX M CTaTb CaMbIM
M (POBBIM I'pakTaHUHOM !
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